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Data Management Plan
This template must be used for all requests for data for research purposes. This document should be reviewed regularly, and updates indicated using tracked changes. Changes must be approved by both the WA Health Central HREC and Research Governance Office via an amendment.
The Western Australian University Sector Disposal Authority found on the Retention and Disposal of State Records website and Research Governance Procedure document (Section 16) will assist in the completion of this plan.
[bookmark: _Toc185846450]Please note: You must complete a separate data management plan for each location where data will be stored, accessed or analysed. For projects where data is only stored in an e-research environment (e.g., SURE etc.), only one data management plan is required for the e-research environment. If you are unsure, please reach out to ISPD Client Services. 
Double click appropriate boxes and select ‘checked’ option.
	

	1. PROJECT TITLE

	



	

	2. SITE

	2.1 Please record details of the site to which this data management plan applies:

	Organisation:
	

	Building name (if applicable):
	

	Building number:
	

	Street address:
	

	Suburb and Postcode:
	

	2.2 Please indicate the data storage requirements for this site.

	|_| Data will only be stored at this site

	|_| Data will only be accessed from this site

	|_| Data will be both stored and accessed from this site



	

	3. PROTECTING PRIVACY

	Describe all measures to protect privacy i.e., no attempt to re-identify individuals or healthcare institutions, limiting access to data to only where required, role separation, etc.

	



	

	4. SECURITY PLAN

	[bookmark: _Hlk160004321]Security requirements must be addressed for every site where Department of Health data will be stored and/or analysed.
Provide a detailed security plan for the information provided by Department of Health or collected as a result of the Department of Health’s actions.
Your security plan will be assessed against the Western Australian University Sector Disposal Authority and Research Governance Procedure (Section 16).

	4.1 Technological Security
Please consider measures such as firewall protection, encrypted access pathways, password protection, malware protection, automatic computer locking after inactivity etc (if applicable).

	

	4.2 Physical Security
Please consider measures such as screen positioning, swipe card access, building access, locked cabinets etc (if applicable).

	

	4.3 Transport
Please consider measures such as use of secure file transfer systems, minimising amount of data files transferred, only transfers by authorised personnel (if applicable).

	

	4.3a Is the linked data stored in an e-research environment only?

	|_|  NO
|_|  YES  → go to Section 5

	4.3b The Department of Health will send and receive data via a secure online data transfer system called MyFT.

	|_| We agree to provide/receive data from WA Data Linkage Services via MyFT.

	4.4 Nominated data recipient
At the time of data delivery, if the nominated data recipient is no longer able to perform this role, the alternate data recipient must meet the following criteria:
· Be a listed project personnel investigator in the RGS.
· Be affiliated with the organisation listed as the site in the Data Management Plan (Section 2).
· If also listed in the Application for Data under Section 7 (Personnel), be selected as requiring access to data.

	[bookmark: _Hlk57710575]Name:
	

	Organisation:
	

	Email:
	

	Mobile Phone:
	



	

	5. RETENTION AND DISPOSAL

	[bookmark: _Hlk160004384]5.1 Provide a detailed retention and disposal plan for the information provided by the Department of Health or collected as a result of Department of Health’s actions.
[bookmark: _Hlk160004402]This must include the period of retention beyond the study and intended date of data destruction for the relevant site. Your plan will be assessed against the Western Australian University Sector Disposal Authority and Research Governance Procedure (Section 16.4).

	

	Data destruction/return date:
Please ensure this aligns with your expected project end date in the Application for Data (Section 6.1).
	

	[bookmark: _Hlk160004466]5.2 Does your security, retention and disposal plan comply with the Western Australian University Sector Disposal Authority and Research Governance Procedure (Sections 16.4)?

	|_| YES
|_| NO → please provide a justification below:
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